Object Replication in ArjunaMark C Little and Santosh K ShrivastavaDepartment of Computing ScienceUniversity of Newcastle upon Tyne, UK.DRAFT: August 1993AbstractArjuna is a fault tolerant distributed system supporting nested atomicactions (nested atomic transactions) that are used for controlling operationson objects (instances of C++ classes). Objects are long lived entities(persistent) and are the main repositories for holding system state; they arealso the units of replication for increasing availability. This paper describesthe design and implementation of two object replication schemes forArjuna. Support for replication is provided by a naming and bindingservice for persistent replicated objects that ensures that applications onlyever get to use mutually consistent copies of replicas.Key wordsAtomic actions, active replication, passive replication, persistent objects.

21. IntroductionArjuna is a distributed system, implemented in C++, that provides facilities forconstructing applications using persistent objects which can be manipulated under thecontrol of atomic actions (atomic transactions) [1]. Fault tolerance is necessaryprimarily for preserving the integrity of persistent objects - that is why atomic actionsare required. At the application level, objects are the only visible entities; the client andserver processes that do the actual work are hidden. Persistent objects not in use areheld in a passive state, residing in object stores or object databases and activated ondemand. The availability of an object can be increased by replicating it on several nodesand thus storing its state in more than one object store. Object replicas must be managedthrough appropriate replica-consistency protocols to ensure that the object copiesremain mutually consistent.A replication technique could either be active and passive. In active replication, morethan one copy of an object is activated on distinct nodes and all activated copies performprocessing [2]. Active replication is often the preferred choice for supporting highavailability of responsive services where masking of replica failures with minimum timepenalty is considered highly desirable. Since every functioning member performsprocessing, active replication of an object requires that all the functioning replicas of anobject receive identical invocations in an identical order. Thus, active replicationrequires multicast communication support satisfying rigorous reliability and orderingrequirements. Passive replication in its basic form requires that only a single copy(primary) be activated; the activated copy regularly checkpoints its state to the objectstores where states are stored. One of the advantages of this form of passive replicationis that it can be implemented without recourse to any multicast communication (as onlyone replica carries out the computation at any time); however, its performance in thepresence of primary failures can be substantially poorer than under no failures, becausethe time taken to switch over to a secondary is non-negligible. We therefore believe thata fault tolerant system should be capable of supporting a number of replicationschemes.With this view in mind, we have implemented the necessary infrastructure withinArjuna to enable it to support both active and passive replication of objects. We havedone this by implementing a naming and binding service for persistent replicatedobjects that ensures that applications only ever get to use mutually consistent copies ofreplicas. The naming and binding service itself has been implemented out of persistentobjects whose operations may be invoked under the control of atomic actions; that ishow the service is capable of providing the necessary consistency. Using this service,we have implemented the basic scheme for passive replication referred to earlier and atrial implementation of active replication to demonstrate that our system can supportboth. The passive replication scheme has been made available as a part of the Arjunasystem software that has been distributed to other researchers; the scheme has theadvantage that it can be supported on top of any ’conventional’ RPC system - this isimportant to a system like Arjuna which has been designed to be capable of exploitingthe functionality offered by commonly available distributed computing platforms [3].

32. Background and System Model2.1. Failure AssumptionsIt is assumed that the hardware components of the system are workstations (nodes),connected by a communication subsystem (for example, a local area network). A nodeis assumed to possess the fail-silent property: it either works as specified or simplystops working (crashes). A node may have both stable object store and non-stable(volatile) storage or just non-stable storage. All of the data stored on volatile storage isassumed to be lost when a crash occurs; any data stored on stable storage remainsunaffected by a crash. We assume further that processes on functioning nodes arecapable of communicating with each other.2.2. Objects and atomic actionsA computational model that has been widely advocated for constructing robustdistributed systems is based upon the concept of using atomic actions controllingoperations on persistent objects. All operation invocations may be controlled by the useof atomic actions which have the well-known properties of (i) serialisability, (ii) failureatomicity, and (iii) permanence of effect. The object and atomic action model provides anatural framework for designing fault-tolerant systems with persistent (long-lived)objects. Persistent objects not in use are normally resident in a passive state on objectstores. A passive object is made active by creating a process (a server) for receivingremote procedure calls (RPCs) for method executions and loading the object’s state andmethods from the object store. Atomic actions are employed to control the state changesto these objects, and the properties of atomic actions given above ensure that onlyconsistent state changes take place, despite shared access and any failures. A number ofsystem services are required to support distributed computations structured out ofobjects and actions. We enumerate them below:Atomic Action service: provide atomic action support to application programs.RPC service: provide an object invocation facility through an RPC mechanism;Object Storage service: provide a stable storage repository for objects; these object areassigned unique identifiers (UIDs) for naming them;Naming and binding service: provides a mapping from user-given names of objects toUIDs, and from UIDs to location information such as the identity of the host containingthe object store where the state of the object resides.To be able to access a persistent object, an application program must be able to obtaininformation about the object’s location. The application program can request thisinformation from the naming and binding service by presenting it the name of the object(a string). The naming service can map this string to the UID of the object and then mapthe UID to the location information. Once the application program (client) has obtainedthe location of the object it can direct its invocations to that node. It will be the

4responsibility of that node to activate the object (if the object was in a passive state).Below we discuss this aspect further for the case of replicated objects.2.3 Object replicationThe persistent state of an object typically resides on a single object store of a node; ifthat node is down, then the object becomes unavailable. The availability of an objectcan be increased by replicating it on several nodes and thus storing its state in more thanone object store. Such object replicas must then be managed through appropriatereplica-consistency protocols to ensure that the object copies remain mutuallyconsistent. We will consider the case of strong consistency which requires that allreplicas that are regarded as available be mutually consistent (so the persistent states ofall available replicas are required to be identical). We discuss below three aspects ofreplica consistency management; the first and the third are concerned mainly with themanagement of meta information about object replicas, whereas the second isconcerned mainly with the management of replicas themselves:(1) Object binding: It is necessary to ensure that, when an application program presentsthe name of an object, which is currently passive, to the naming and binding service,the service returns a list containing information about only those replicas of the objectthat are (a) mutually consistent, and also (b) contain the latest state of the object. Fromthis information, one, more, or all replicas, depending upon the replication policy inuse (see below), can be activated. If the object has been activated already, then giventhe name of the object, the naming and binding service must permit binding to all of thereplicas of the activated object. If we assume a dynamic system permitting changes tothe degree of replication for an object (e.g., a new replica for an object can be added tothe system), then it is important to ensure that such changes are reflected in the namingand binding service without causing inconsistencies to current users of the object.(2) Object activation and access: A passive object must be activated according to a givenreplication policy. We identify three basic object replication policies: (i) Activereplication: In active replication, more than one copy of a passive object is activated ondistinct nodes and all activated copies perform processing [2]. So, in the absence ofnetwork partitions preventing communication, an object remains available toapplications so long as at least one replica is functioning. (ii) Coordinator-cohortpassive replication: Here, as before, several copies of an object are activated; howeveronly one replica, the coordinator, carries out processing [4]. The coordinator regularlycheckpoints its state to the remaining replicas, the cohorts. If the failure of thecoordinator is detected, then the cohorts elect one of them as the new coordinator tocontinue processing. (iii) Single copy passive replication: In contrast to the previoustwo schemes, only a single copy is activated; the activated copy regularly checkpointsits state to the object stores where states are stored. This checkpointing normally occursas a part of the commit processing of the application, so if the activated copy fails, thenthe application must abort the affected atomic action (restarting the action can result in anew copy being activated).

5Activated copies of replicas (case (i) and (ii)) must be treated as a single group by theapplication in a manner which preserves mutual consistency. So, for example, in caseof active replication, communication to a replica groups requires reliable distributionand ordering guarantees: reliability ensures that all correctly functioning members of agroup receive messages intended for that group and ordering ensures that thesemessages are received in an identical order at each functioning member. Of course, it isnecessary that the computation performed by each replica is deterministic.(3) Commit processing and object passivation: Once an application has finished usingan object, it is necessary to ensure that the new states of mutually consistent objectreplicas get recorded to their object stores; this takes place during the commit time ofthe application’s atomic action. At the same time, it is also necessary to ensure that theinformation about object replicas maintained by the naming and binding service remainsaccurate. Consider an application that modifies some object, say A, and activereplication is in use; suppose at the start of the application two replicas for A (A1 andA2) are available, but that the crash of a node makes one of them (say A2) unavailable,so only A1 gets modified; then at commit time, information maintained about A withinthe naming and binding service should be modified to ’exclude’ A2 from the list ofavailable replicas of A (else subsequent applications may end up using mutuallyinconsistent copies of A).2.4. Client-server bindingsWith the above discussion in mind, we present a general model for persistent replicatedobjects. We assume that for each persistent object there is at least one node (say a)which, if functioning, is capable of running a server for that object (in effect, thiswould require that the node has access to the executable binary of the code for theobject’s methods which may well be stored in the object store of a). It is theresponsibility of a node, such as a, to bind an incoming object invocation from a clientapplication to the right server. This binding can break if the server (client) node crashes;we assume that a broken binding stays that way till the application level actionterminates. So in our model, bindings to servers are created only during the start of aclient atomic action (as invocations are made); if some bound server subsequentlycrashes then the corresponding binding is broken and not repaired (even if the servernode is functioning again).Subject to the above binding criterion, a client is bound as follows. If a receives aninvocation from the client, and the object is passive at a, then the object needs to beactivated before invocation can be performed; this requires creating a server and loadingthe methods and the state from some object store. We will assume that there is at leastone node (say b) whose object store contains the state of the object; we do not requirethat a be the same as b. So, in order to obtain the state of an object for activation, amay have to contact the naming and binding service to obtain the name of the node (b)storing the object state. We therefore assume that for every persistent object, thenaming and binding service maintains two sets of node related data: (i) for an object A,StA denotes the set of nodes whose object stores contain states of A; and (ii) SvA

6denotes the set of nodes, each capable of running a server for A. An object can becomeunavailable if all the nodes ˛ SvA are down (have crashed) and/or all the nodes ˛ StAare down. We assume that it is possible to update Sv and St related information forobjects maintained by the naming and binding service. For example, it should bepossible to exclude a node currently ˛ StA if it is found not to contain the latest(committed) state of the object (say the node has crashed); similarly, it should bepossible for this node to be included back in StA once it does contain the latestcommitted state for the object. We assume that the naming and binding service itself isbuilt out of one or more persistent objects, so the above state transitions are (naturally)performed under the control of atomic actions. The objects providing the naming andbinding service themselves can be replicated in order to be able to provide highlyavailable service; we will assume that the service is always available. We conclude our discussion by illustrating how activation and binding is performed inour model. Consider first the simple case of a non-replicated object (say A) that iscurrently passive and |SvA| = 1 and|StA| = 1. Activating A will consist of creating aserver at the node ˛ SvA (say a, see fig. 1) and loading the state from the node ˛ StA(say b; a common case is a=b). At commit time, the state of the object is copied backto b. If either a or b are down, or crash during the execution of an atomic action, thenthe action must abort.Object Code(Node I)Object State(Node J)Object Server(Node )aObject State(Node )bFigure 1: Activating a non-replicated objectThe general case is when |SvA| > 1 and |StA| > 1. Activating A can consist of creatingservers at one or more nodes listed in SvA (let SvA’, where SvA’ ˝ SvA, be the set ofsuch nodes), and loading the state of the object from any node ˛ StA (see fig. 2). If|SvA’| = 1, then the scheme will be single copy passive replication; if |SvA’| = k,where 1 < k £|SvA|, then the server group of k replicas must be managed for active orcoordinator-cohort replication. At commit time, an attempt is made to copy the lateststate of the object ˛ SvA’ to the object stores of all the nodes ˛ StA. To ensure that StAcontains the names of only those nodes with mutually consistent states of A, the namesof all those nodes for which the copy operation failed must be removed from StA.

7...Figure 2: Activating a replicated objectIf a client is accessing an object (A) which has been activated already, then for thegeneral case of fig. 2, the client must be bound to all the activated copies of A atfunctioning nodes ˛ SvA’ (or to a, for the case illustrated by fig. 1).3. An Overview of Object Replication in ArjunaIn the previous section we described three object replication approaches; out of thesewe have performed implementations of active and single copy passive replication inArjuna [5, 6]. Our design exploits the fact that concurrency control for atomic actions(strict two-phase locking in Arjuna) will ensure that only objects that are read lockedcan be shared among different clients. Before describing the main elements of ourdesign, we present some details about Arjuna that will be relevant to our subsequentdiscussions.Arjuna provides a set of tools for the construction of fault-tolerant distributedapplications constructed according to the model discussed in section 2. In Arjuna aprimitive operation initiate(...) is used for binding to an object. Arjuna provides anoperation to enable a server to load the state of the object from the object store of anode. This operation gets invoked automatically, where necessary, as a side effect oflocking the object. Method bodies are expected to contain the relevant (read or write)lock acquisition operations. A complementary operation to initiate, called terminate, isavailable for breaking a binding. The Arjuna stub compiler for C++ generates thenecessary client-server code for accessing remote objects via RPCs and also generatescalls on initiate and terminate as an object comes and goes out of the scope of acomputation [7]. A simplified program fragment is shown below:

8{O1 objct1;/* bind to objct1 */O2 objct2;/* bind to objct2 */AtomicAction act;act.begin();/* start of atomic action act */objct1.op(...);objct2.op(...);/* invocations ....*/.......act.end();/* act commits */ }/* break bindings to objct1, objct2 */The execution of an Arjuna atomic action thus involves the following sequence ofactivities: (i) creation of bindings to persistent objects; (ii) start of the atomic action; (iii)method invocations: as a part of a given invocation the object will be locked in read orwrite mode (assuming no lock conflict), and initialised if necessary with the latestcommitted state from the object store; (iv) commit/abort of the action; and (v) breakingof the previously created bindings. Variations on this sequence are possible, but for thesake of simplicity, we will only consider programs that give rise to the above sequence.Arjuna ensures that if failures can prevent the completion of an atomic action program,then the atomic action will be aborted, and any ’orphaned’ bindings removed.Again for the sake of simplicity, we shall assume that a client making use of the namingand binding service has already obtained the unique identifier (UID) of the object it isaccessing (say UIDA for A). The naming and binding service maintains a ’group viewdatabase (GVD)’, that is composed of two distinct persistent objects: an Object Serverdatabase (the Name Server) for maintaining UIDA to SvA mappings for all the persistentobjects and similarly an Object State database for maintaining UIDA to StA mappings.Clients use the Object Server database, while servers make use of the Object Statedatabase. Below we will consider the case of a client accessing some replicated objectA.(i) Single copy passive replication: The client contacts the object server database whichwill either return a list of server nodes where A may be activated (A is currentlypassive) or the name of the node where A is already active. The client invokes initiatefor binding, passing the name of any node in the list (A is passive and needs to beactivated), or the name of the node where A is already active; initiate returns a portnumber for the server managing A. For a freshly activated object, the identity of itsnode is registered in the object server database. The entire set of operations, consistingof the database accesses and binding to a server is carried out within an atomic action.If it is necessary to get the state of the object, the server contacts the object statedatabase to obtain a list containing UIDA to StA mappings, and loads the state of A fromany node listed there. From then on, the client action proceeds like an action operatingon non-replicated objects. Assume that A was updated; then at commit time, the state ofA is copied on to all the nodes named in the list containing UIDA to StA mappings; thenames of any nodes where this operation failed are removed from the databasemaintaining UIDA to StA mappings.(ii) Active Replication: Binding is performed as before, except, initiate now returns agroup identifier that can be used for sending messages to all the servers managing

9copies of A. The operations initiate, terminate as well as those for RPC make use of areliable group communication protocol to ensure message delivery to all functioningmembers of a server (client) group. A simple group locking protocol is also used forensuring that all of the members of a group are either read locked or write locked,ensuring that ’exclusive write/shared read’ policy extends to replicated objects. Once agroup gets write locked by a client group, then all subsequent invocations from theclient are serviced in identical order at the locked group (since invocations aresynchronous RPCs), where identical state changes will occur at the member replicas (ofcourse, as indicated before, object methods are required to be deterministic). On theother hand, if a group is read locked, then the members of the group could receiveinvocations in different order from concurrent client groups, but this does not cause anyproblems of state divergence since no state changes are taking place. Finally, at committime, the state server database is updated (if necessary) to exclude any nodes deemed tohave failed.In summary, our approach has been to maintain the basic binding information aboutobject replicas in the GVD which is accessed using atomic actions. However, as weshall see, the GVD is never kept locked for the entire duration of an application levelatomic action (for this would be unacceptable, making the database a performancebottleneck). The GVD can be used for supporting either active or passive replication. Inthe following sections we describe our design in detail.4. Using the Group View Database4.1. The Object Server and State Server DatabasesObject Server Database: This database maintains two lists per object: (i) for objectA, its available server list, giving the locations (host names) of all the nodes ˛ SvA; and(ii) for each node ˛ SvA, a use list, of the form <Ni, Ci>, where Ci counts the numberof clients of A from node Ni. An object A will be in a passive state if, for all nodes ˛SvA, the corresponding use list is empty (all Ci = 0) .The operations provided by the database include:(i)GetServer(objectname): for an object, A, this operation returns the list of nodes˛ SvA given its name (UIDA) along with the use list (if non empty).(ii)Increment(clientnode, objectname, hostname1, ..., hostnamen): The countervalue for clientnode within the use list of objectname for each hostnamei is incrementedby one (if there is no entry for clientnode, then a new entry with counter set to one iscreated).(iii)Decrement(clientnode, objectname, hostname1, ..., hostnamen): Acomplementary operation to the previous one.(iv)Exclude (objectname, hostname1, ..., hostnamen): Remove the hostnames fromthe available and use lists of objectname.

10(v)Insert(objectname, hostname): This operation is called to add the name of anode that can act as a server site for the named object. This operation succeeds onlywhen the object is passive (use list is empty).(vi)Remove(objectname, hostname): A complementary operation to the previousone.(vii)Recover (hostname): remove the entries for the hostname from all the use listskept in the database.State Server Database: Like the object server database, this database also maintainstwo lists per object: (i) for object A, its available state list containing the names of thenodes ˛ StA; and (ii) for each node ˛ StA, a use list , of the form <Ni, Ci>, where Cicounts the number of clients A from node Ni. An empty use list for an object indicatesthat the object is not currently in use. The operations of this database are listed below:(i)GetState(objectname, hostname): returns to the caller the available state list forobject objectname. As a side effect of this call, the use list of objectname is updated (anew entry is made, with counter value, for each node ˛ StA’ set to one if there was noentry for hostname, or for each node ˛ StA, the counter value of the existing entry isincremented by one).(ii)Exclude(objectname, hostname1, ..., hostnamen):Remove the hostnames fromthe available and use lists of objectname.(iii)Release(clientnode, objectname): The counter value for clientnode within theuse list of objectname is decremented by one.(iv)Insert(objectname, hostname): if the use list of objectname is empty and thehostname is already in the available list then return not-modified; if the use list ofobjectname is empty and the hostname is not in the available list for objectname, theninsert the hostname in the available list and return modified; if the use list forobjectname is not empty then return trylater.(v)Remove(objectname, hostname): if the use list for objectname is empty thenremove the entry (if any) for the hostname from the available list.(vi)Recover (hostname): remove the entries for the hostname from all the use listskept in the database.4.2. Accessing the GVDWe will now describe how the above database operations are used by clients during thevarious activities concerned with the execution of an atomic action program (recall that,as discussed at the start of section two, a complete execution of a client programconsists of a sequence of five activities). As before, we will consider the case of accessto object A. The description will refer to fig. 3; we will describe the more general caseof active replication (treating passive replication as a special case of active).

11(i) Creation of bindings: Within an atomic action (t1), the client invokesGetServer(UIDA); the returned information is used for binding using initiate asdiscussed before. If, during initiate, any server nodes are suspected to have failed(initiate is unable to bind at a given node), then the names of such nodes are removedusing the Exclude operation of the server database; finally, Increment operation of thisdatabase is invoked, passing the list of server nodes where the binding did succeed.t1ttt23t45Figure 3: accessing the GVD.(ii) Loading object state: A server for A invokes GetState(UIDA) operation to obtain thelist of nodes where persistent states for A are stored, and then access the object store ofany such node to obtain the state of the object. If any node failures are detected, thenthese nodes are removed by executing the Exclude operation of the object statedatabase. All these operations are performed by a server from within an atomic action(t3) that is executed as ’nested top level’ from within the client action (t2). Byexecuting t3 as nested top level, it is ensured that locks held on the object state databaseare released when t3 ends (rather than held till the end of t2).(iii) Execution of the action: Any sever failures detected during object invocation arenoted by recording their names in an exclude server list (such a list need only be keptfor the case of active replication only, where an action can commit despite serverfailures).(iv) Commit processing: Commit processing involves the following steps : (i) sending’phase one commit’ invocation to all the object servers; (ii) a server returns its yes/nodecision, together with an exclude state list of nodes where replica states could not becopied to object stores (such a list is not returned by servers that performed read onlyoperations, or are returning a ’no’); (iii) the client launches a nested top level action (t4)which operates on the state server database in the following manner: Release operationis executed for every object accessed, and in addition, if the client’s decision is tocommit, Exclude operations are executed to remove from the state server database thenames of nodes listed in exclude state lists ; after t4, the client completes the secondphase.

12(v) Breaking bindings: The client breaks previously created bindings by executing theDecrement operation of the object server database (action t5), at this time, the excludeserver list is used to update the list of available servers.Other schemes are possible for managing GVD information, and are discussed in [8].In the trial implementation of active replication in Arjuna, actions such as t3, t4 wereactually executed as nested actions. Passive replication as presently implemented alsouses a limited version of the scheme depicted in fig. 3 (since the ability to launch anested top level action during a commit phase has not yet been implemented): if atcommit time the state exclude list is found to be non-empty, then the action aborts. Iffailures are infrequent, then this is not a serious limitation; all this means is that after t3,any failures of nodes holding states that would have needed updates at commit causet2 to abort.4.3. Node Recovery, Inserting and Removing Object ReplicasA recovering node calls the Recover operations of the GVD to remove any entries keptfor this node in any of the use lists. This is necessary as these entries record pre-crashusage information which is now out of date. The two databases also maintain a listeach of nodes that have been excluded. A functioning node occasionally checks if it hasbeen excluded in error, and if so, performs recovery.To be able to re-export a possibly excluded server, the recovering node invokes theInsert operation on the object server database. Until this operation returns successfully,the given server cannot be used. For all the replica states residing on the node’s objectstore, the recovering node must ensure that these states are brought up-to-date ifnecessary. So, node i executes the Insert operation of the state server database for everyreplica it is maintaining; if the response is not-modified then no further action isnecessary for that replica, since no modifications have taken place and the replica hasnot previously been excluded. If the modified response is obtained, then the replicastate is updated by obtaining the state of the object from some node j; if the response istrylater then retries are made till either of the previous two responses are obtained andrequisite actions taken. A functioning node can withdraw its server or state storagefacility by executing the relevant Remove operation. Inclusion and removal of replicasare performed as atomic actions, to prevent any interference with on-goingcomputations.4.4. Correctness PropertiesThe available lists stored in the state server database satisfy the following safetyproperty: the committed states of the object replicas held in the object stores of thenodes whose names are listed in an available list are identical and most recent; so it isalways safe to use these replicas. As nodes crash, any replica states held in those objectstores become unavailable and their states may get stale: such replicas are automaticallyexcluded from the available lists.

13The available lists stored in the state server database also satisfy the following livenessproperty, provided atomic actions using replicated objects eventually commit or abortand every failed node eventually recovers, and the database is always available: thehostname of each and every excluded replica eventually gets included in the respectiveavailable lists.The use lists satisfy the following safety property: if an object is active (meaning inuse), its use list will not be empty. This property is exploited to prevent a replicainsertion when an object is in use. The liveness property of the use lists states(provided, as before, atomic actions using replicated objects eventually commit or abortand every failed node eventually recovers, and the database is available) that an objectnot in use will eventually have its use list made empty; thus replica insertion is alwayspossible.Similar properties can be stated for the object server database. These properties arenecessary to ensure that replicated objects on functioning nodes are in fact available foruse, despite occasional node failures.5. Managing Active ReplicasIn this section we will describe how active replica groups get invoked and concurrencycontrolled. For the sake of illustration, we will consider the execution of an operationof some object A; this operation is to be executed as a top level atomic action; further,the operation contains calls on some object B which is currently passive. Both A and Bare replicated.5.1. Group InvocationsA group to group invocation system (say group GA invoking GB) can be designed andimplemented using ’one to many’ multicast communication (see for example CIRCUS[9]). A client a ˛ GA multicasts its call request (ci) to GB; this request is executed byall the functioning members of GB and each such b ˛ GB multicasts the reply to GA. Ofcourse, b could get several ci’s (if GA has more than one functioning member) whichmust be filtered out to prevent multiple executions. We require the following behaviourdespite the presence of failures such as group member crashes (including the failure ofan entire group): if a call request is received by some b ˛ GB then all other functioningmembers will also receive it (and vice versa for the corresponding reply message). Agroup invocation scheme with such a property can be implemented by making use of areliable multicast service which ensures that if a sender’s multicast of a message m to agroup is received by a member of the group, then other functioning members of thegroup will also receive m, even if the sender fails during the multicast. Our groupinvocation scheme has been implemented using a multicast protocol, calledrel/RELatomic, which provides such a service[10], although any protocol providingsimilar functionality could be used. The primitives initiate and terminate also make useof this protocol.

14The invocation scheme provides two types of termination conditions for a groupinvocation: (i) type=all, which requires replies from all the functioning members of theinvoked group; and (ii) type=one, where a single reply would suffice. Obviously, thislatter type of calls could be executed much faster, taking advantage of faster replicas.There are only two cases where the former type of calls are required: (i) having initiateda replicated object, the client is making the very first call, c1, which will require lockingall the members of the group, and therefore response from all of them required; (ii) theclient is making a subsequent call cj, j>1, which will require lock promotion: this willhappen if c1 required a read lock and cj is an update operation requiring a write lock, inwhich case the read lock must be promoted to the status of a write lock; a lockpromotion must succeed at all the functioning replicas (recall that a read locked objectgroup can be serving more than one client group).5.2. Group Concurrency ControlThe entire group must be locked in a read or write mode. Let us consider the previousexample, and assume that the operation of B invoked by A requires a write lock;assume further that there is another activated object C (group GC) that contains a call toB (which also requires a write lock). Operation invocations from GA and GC couldreach the replicas of B in differing order. There are in fact two possible scenarios toconsider:(i)The invocation from GA (GC) succeeds in obtaining (write) locks at all thereplicas, as a result the operation execution continues and identical replies are returnedfrom functioning replicas to GA (GC); this also means that the invocation from GC (GA)terminates with ’lock conflict’ response from all the replicas - in which case GC (GA) isfree to retry that invocation. Since GA has succeeded in its first invocation to GB(meaning that GB has been locked), all subsequent invocations from GA will not causelock conflicts (indeed, GA need not wait for all the replies for a subsequent invocation,the first one received being sufficient).(ii)Both GA and GC succeed in locking distinct replicas, with the result that GA(GC) will receive ’lock conflict’ responses from replicas where locking did not succeedand normal results from replicas where locking did succeed. Clearly, the replicas of Bare no longer mutually consistent; the only possible steps at GA and GC is to abort theactions causing replicas of B to be restored to original mutually consistent states. Anoptimisation is certainly possible if the number of active copies of an object is odd:clients which manage to lock only a minority abort, while the client holding a majorityof locks retries to obtain the remaining ones.To summarise: the above concurrency control scheme ensures that ’exclusivewrite/shared read’ policy extends to replicated objects. Once a group gets write lockedby a client group, then all subsequent invocations from the client are serviced inidentical order at the locked group (since invocations are synchronous RPCs), whereidentical state changes will occur at the member replicas. On the other hand, if a groupis read locked, then the members of the group could receive invocations in differentorder from concurrent client groups, but this does not cause any problems of statedivergence since no state changes are taking place.

155.3. Making Group View Database AvailableThe replication schemes discussed here require that the GVD be available at all times;this requirement can be met realistically by replicating GVD as well. To eliminate therequirement of GVD itself requiring a binding system for replicated objects, twotechniques have been used: (i) every client is expected to ’know’ the locations of GVDreplicas; and (ii) client updates to GVD entries are allowed only if a majority of GVDreplicas can be updated (else the client action aborts). Thus, a client has to contact amajority to be sure to obtain the most recent information from the GVD.6. PerformanceWe have done some simple tests for evaluating the performance of the two replicationtechniques. A client interacts with an object whose state consists of an integer variable.The class interface is:class ActInt{public:ActInt ();~ActInt ();int Set (int v);int Get (int& v);private:int Element;};The value of Element is either modified (Set) or inspected (Get).6.1. No ReplicationWe consider the case where the object is not replicated, is currently passive and theobject store storing the state is local to the server node. To give an indication of theoverhead involved in using the naming and binding service, we took two timings: onein which the necessary information is ’hardwired’ into the client code (so the namingand binding service is not used), and one in which the client must make use of thenaming and binding service:Naming and Binding ServiceTime taken to bind to serverUsed0.42 secondsNot used0.47 secondsTable 1: Binding timingsAs can be seen from the timings, the overhead involved in contacting the naming andbinding service is not appreciable.

16We now examine the time taken to interact with the ActInt object once it has beenactivated, both with and without a server failure (arranged to occur just before commitphase). The timings are for the update operation (the Set method).Server StatusTime taken to commit/abortOperational0.36 secondsFailed5.40 secondsTable 2: No replicationTo place these figures in context, it should be noted that the time taken for a round-tripnull RPC in Arjuna is about 5ms with no failures. The RPC uses a timeout of 5seconds, and if no response is received, then makes use of the Unix ping facility todetect node availability; if no failure is suspected, the RPC continues to wait for anothertimeout period. Arjuna uses the Unix file system for storing object states and methods.The time taken for a local atomic action operating on an instance of ActInt to commit isabout 0.25 seconds. Therefore, it can be seen that the majority of the overhead involvedin atomic actions with no failures comes from writing state to the object store. Thesecond timing of 5.40 seconds is a result of the fact that the failure of the object isdetected during the commit phase of the atomic action.6.2. Active ReplicationWhen making use of an active replica group the group had two ActInt members, onlyone of which was made to fail (just before commit). Each server had access to localobject store.Server StatusTime taken to commitno failures0.54 secondsOne replica failed5.70 secondsTable 3: Active replication6.3. Passive ReplicationWe consider two nodes with object stores, and each such node can run a server.Committing under no failures involves updating both the stores. The figure of 6.71secs. is obtained when the server crash causes the action to abort; the client then retries,initiates a server at the second node and commits. As expected, under server failures,active replication performs better than passive. Finally, the third figure shows the timetaken to commit and exclude a failed node holding object state.

17Server StatusTime taken to Commitno failures0.53 secondsFailed primary server6.71 secondsSingle failed state instance5.42 secondsTable 4: Passive replicationAcknowledgementsThis work has been supported in part by grants from the UK MOD and the Science andEngineering Research Council (Grant no. GR/H1078) and ESPRIT basic researchproject 6360 (BROADCAST).References[1] S.K. Shrivastava, G. N. Dixon and G.D. Parrington, "An overview of the Arjuna distributedprogramming system", IEEE Software, January 1991, pp. 66-73.[2] F.B. Schneider, "Implementing Fault-Tolerant Services Using the State Machine Approach: ATutorial", ACM Computing Surveys, 22(4), December 1990, pp. 299-319.[3] S.K. Shrivastava and D.L. McCue, "Structuring fault-tolerant object systems for modularity in adistributed environment", IEEE Trans. on Parallel and Distributed Systems (to appear).[4] K.Birman and T. Joseph, "Exploiting virtual synchrony in distributed systems", Proc. of 11thACM Symposium on Operating System Principles, Austin, November 1987, pp. 123-138.[5] M.C. Little and S.K. Shrivastava, "Replicated K-Resilient Objects in Arjuna", in Proc. of 1stIEEE Workshop on the Management of Replicated Data, Houston, November 1990, pp. 53-58.[6] M.C. Little, "Object Replication in a Distributed System", PhD Thesis, University of Newcastleupon Tyne, September 1991.[7] G.D. Parrington, "Reliable distributed programming in C++: the Arjuna approach", Proc. ofUSENIX/C++ Conf., San Francisco, April 1990, pp. 37-50.[8] M.C. Little, D. McCue and S.K. Shrivastava, "Maintaining information about persistent replicatedobjects in a distributed system", ICDCS-13, Pittsburgh, pp. 491-498, May 1993.[9] E. Cooper, "Replicated distributed programs", Proc. of 10th ACM Symposium on OperatingSystem Principles, Washington, Dec. 1985, pp. 63-78.[10] P.D. Ezhilchelvan and S.K. Shrivastava, "rel/REL: A family of reliable multicast protocols fordistributed real-time systems", Tech. Report, Computing Laboratory, University of Newcastle uponTyne, 1993.